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Abstract 
Authorization mechanism is introduced to prevent the on-line original signer problem in this scheme. The semi-
trusted third party’s secret value in the proxy signature strengthens the unforgeability. The proxy signer’s common 
signature is added into the proxy signature which ensures the undeniability. And the time stamp makes it possible to 
revoke the proxy signer’s power. What’s more, the scheme needs shorter time to generate proxy signature since it is 
based on Schnorr signature. 
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1. Introduction
The concept of proxy signature was first introduced by Mambo, Usuda and Okamato[1] in 1996, and
also they gave several early proxy signature schemes. Later, the on-line original signer problem, the 
efficiency and the security of the proxy signature come to be the main problems that hinder the 
development of proxy signature. 
In the research of the above problems, papers [2-4] integrate threshold secret values sharing into proxy 
signature to propose a threshold proxy signature scheme. The proxy key is shared by a proxy group of n 
proxy signers instead of one proxy signer. So the authority of the proxy signer is reduced. And at the 
same time, the unforgeability of the proxy signature is strengthened. Papers [5-7] integrate forward 
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security into proxy signature to propose a forward secure proxy signature scheme. In the scheme, the 
lifetime of the public key is divided into discrete time periods. Different secret keys will be used in these 
different time periods while the public key is fixed, so that all generated proxy signatures in previous time 
periods are still considered to be valid even if the current secret key is compromised. But through the 
analysis of the above papers, we can find out that there is much exponentiation and product computation 
in the above schemes which will reduce the efficiency. What’s more, the on-line original signer problem 
is not solved in the mentioned schemes. 
In this paper, we introduce the authorization mechanism, so that the on-line original signer problem in 
itself is solved. The semi-trusted third party’s secret value in the proxy signature makes the scheme more 
secure. The common signature [8] in the proxy signature ensures the undeniability, and time stamp [9] gives 
revocability to the proxy signature. 
2.   the design of the scheme 
In this section, we introduce a semi-trusted third party into the proxy signature. The whole scheme 
involves in the original signer A, the proxy signer B, the semi-trusted third party T and the verifier C. 
2.1. System initialization 
p  is a large prime number, and q  is a large prime factor of ,  is a generator of .
 is the original signer’s private key,  is the proxy signer’s private key, and 
is the semi-trusted third party’s private key. Based on the discrete logarithm problem, we can get 
to be their public keys. Let 
 be a one-way hash function. Sign are standard 
signature algorithm and verification algorithm with message recovery. 
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2.2. The original signer’s proxy delegation 
The original signer A chooses  as random numbers, and he generates the authorization 
message  which contains the original signer’s identity, the proxy signer’s identity, scope of proxy 
signing and the valid period D. And then, he calculates the following formulas, 
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Finally,  should be sent to the semi-trusted third party T. In the above formulas, formula (1) can be 
precomputed. 
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When T receives , he calculates  to get . And then, he 
verifies .
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If the above equation is not established, T responses nothing, or he calculates .),( '0
''
0 rmSignS wxT=
Finally, is sent to the original signer A. '0S
When A receives , he calculates to get and . If equations 
and  are established at the same time, A will be sure that his proxy delegation is 
finished, or he continues to make proxy delegation. 
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2.3. The semi-trusted third party’s proxy authorization 
The authorization message Wm will be taken care of by the semi-trusted third party T until the proxy 
signature should be generated. Then, T completes proxy authorization as the following steps: 
T chooses as random numbers. And then, he calculates the following formulas, *1and qT Zrr ∈
pgK TrT mod=                                                                            (2) 
qrKmhxSS TTWTAT mod)||( ++=
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Finally, should be sent to the proxy signer B. In the above formulas, formula (2) can be 
precomputed. 
1S
When B receives , he calculates to get . And then, he 
verifies . If the above equation is not established, B 
responses nothing, or he calculates . Finally, is sent to T. 
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When T receives , he calculates to get . If equation is established, T will be 
sure that his proxy authorization is finished, or he will continue to send .
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2.4. Proxy signature generation 
When proxy signer B receives authorization message , he chooses as random number. t
is a time stamp, and m is the message to be signed. 
Wm
*
qB Zr ∈
B firstly calculates , and then, he calculates the following formulas, )(mSign
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px is the proxy private key, and he calculates equation to get the proxy public key. 
Finally, B calculates . So the proxy signature for message m 
generated by B is{ . In the above formulas, formula (3) can be 
precomputed. 
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2.5. Proxy signature verification 
Every one who wants to verify the proxy signature can perform the following steps: 
First, he may compare time stamp t with the valid period D of proxy signing. If inequation t>D is 
established, the proxy signature will be considered invalid, or he calculates .))(( mSignVerify
BB xy
And if  is not established, the proxy signature will still be considered 
invalid, or he can verify the final equation . If it is also established, the 
proxy signature is valid. 
mmSignVerify
BB xy
=))((
),(,,{ xW SmSignmm B
pKyg B
Ktmmh
p
S BW mod)||||||( =−
},,,, TBA KKKt
3. Performance Analysis 
3.1. Correctness 
Any verifier C can verify the equation to be sure whether the proxy 
signature is valid. 
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We can see from the above proof that  is a valid proxy 
signature for message m generated by proxy signer B. 
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3.2. Unforgeability  
Any malicious attacker who wants to forge valid proxy signature must get proxy secret key . We 
can see from the equation that, the difficulty from  to  is equal to solve discrete 
logarithm problem. Therefore, in the safety assumptions of discrete logarithm, proxy signature is 
unforgeability. 
px
pgy pxp mod= py px
3.3. Undeniability 
The proxy signer B’s common signature  is added to the proxy signature, which ensures 
that the proxy signature must be generated by B himself. If proxy signer
)(mSign
Bx
B transfers the proxy signing 
power to anyone else only instead of his private key B , the generated proxy signature will be invalid. If 
a valid proxy signature is generated, and B still denies, he will be punished. 
x
3199LIU Peiyu et al. / Procedia Engineering 15 (2011) 3195 – 3199LIU Peiyu,CUI Tao,XU Mingying / Procedia Engineering 00 (2011) 000–000 5
3.4. Misuse 
The authorization mechanism is introduced into the scheme, so the original signer can send the 
authorization message to the semi-trusted third party in the original signer’s proxy delegation period. 
Before proxy signing’s valid period’s coming, is kept by the semi-trusted third party, so that the 
proxy signer can’t generate valid proxy signature. 
Wm
Wm
4. Conclusion 
This paper analyses two kinds of proxy signature schemes, and proposes a proxy signature scheme 
with a semi-trusted third party, which keeps the efficiency and prevents the on-line original signer 
problem in itself. But during the proxy signature verification period, we should verify a common 
signature, which brings in some inconvenience. So how to design an efficient, safe and convenient proxy 
signature scheme is still well worth further research. 
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